RESOLUTION NO. 14-981

A RESOLUTION OF THE CITY COUNCIL OF THE CITY OF
BLACK DIAMOND, KING COUNTY, WASHINGTON
AUTHORIZING THE MAYOR TO EXECUTE THE
INTERLOCAL AGREEMENT WITH KING COUNTY FOR
USE OF ELECTRONIC FINGERPRINT CAPTURE

EQUIPMENT

WHEREAS, the Automated Fingerprint Identification System (AFIS) has proven to be an
effective crime-fighting tool in furtherance of the health, welfare, benefit and safety of the

residents within King County; and

WHEREAS, the Black Diamond Police Department has use the AFIS system since
January, 2010; and

WHEREAS, the Department wishes to continue to use AFIS services through Electronic
Fingerprint Capture Equipment including the necessary software and computer
equipment, and system maintenance services;

NOW, THEREFORE, THE CITY COUNCIL OF THE CITY OF BLACK DIAMOND,
WASHINGTON, DOES RESOLVE AS FOLLOWS:

Section 1. The City Council hereby authorizes the Mayor to execute an Interlocal
Agreement with King County for use of Electronic Fingerprint Capture Equipment, in the
form substantially attached hereto as Exhibit A.

PASSED BY THE CITY COUNCIL OF THE CITY OF_ BLACK DIAMOND,
WASHINGTON, AT A REGULAR MEETING THEREOF, THIS 16" DAY OF OCTOBER,

2014.
CITY OF BLACK DIAMOND:

./

Dave Gordon, Mayor

Brenda L. I\/lartmez Clty Clerk




EXHIBIT A

INTERLOCAIL AGEEEMENT BETWEEN
KiNG COUNTY AMD THE CITY OF BLACK DIAMOND

for use of

ELECTRONIC FINGERPEINT CAPTURE EQUIPMENT

¢ Trarmomd
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WHEREAS, the Automated Fingerprint Identification Syatem (AFIS) has proven to be an effective
crime-fighting tool in furtherance of the health, welfare, benefit and safety of the residenis within King

County; and
WHEREAS, since January 1, 2013, the County has confinued to provide effective AFIS services to
public law enforcement agencies within King County, through a voter approved six (6) vear levy, as
authorized by King County Ordinance No. 17381; and

VHEREAS, the Agency wishes to use AFIS services through Electronic Fingerprint Capture hqmpmem
{"FP Equipment™) including the necessary soffware and computer equipment, and system maintenancs
services;
NOW, THEREFORE, for and in consideration of the protmises and covenants contained in this
Apreement, the Parties hereto agree as follows:

I. PURPOSE

The purpose of this Interlocal Agreement i3 to establish the terms under which FP Equipment, which the
County approves for placement in the Agency, will be used and maintained. This applies to FP
Equi;}mem previously approved for placement in the Agency and FP Equipment approved for placement
in the Agency during the term of this agreement. The goals of this Agreement ars to:

= Protect the public by assisting law enforcement in identifving potentially wanted or dangerous
subjects before they are released from custody.

+ Protect law enforcement officers by providing information important to officer safety prior to the
relense of detained individuals.
« Provide efficiency and accuracy in critninal record reporting to the Washington Stare Patrol
("W3P"} and the Federal Bureau of Tovestigation ("FBI").
+ Improve the quantity and quality of fingerprints available for search in the King County Regional
AFIS Database
FP Equipment is defined as:
»  Livescan: stationary electronic fingerprint caphure equipment used to obtain full sets of
fingerprints for purposes of searching and storing in AFIS:
s Mobile ID: mobile elecironic fingerprint capture equipment used to obtain prints from two
fingers for purposes of ac:’arr_hm(IAFL‘s determine an individual’s identity. These prinfs are not
stared in AFIS.
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IL. CONTRACT ADMINISTRATION

This Agreement shall be administered by the King Counry Sheriff through the Regonal AFIS
Manager or other designes and the &.g;mv Chief of Police or its designee. Each Party's gov ‘u’LFliIIg
bady shall approve this Agreement. Each Party shall inform the other within thirty (30) days of this
Agresment’s execution of i3 respective contract administrator.

The County, in its sole discretion, will decide whether to place FP Equipment In the Agency.

ANFPE qupmem purchased by the County and located at the Agency's site shall remain the property
f the County.

The County may require the Agency to retwn FP Equipment to the County at any time, for any

FeAson,

All FP Equipment that has been installed by the King County Regional AFIS Program will be

available for use by any other law enforvement agency operating within King County, if Feasible, and

no charee for the use of those devices by other agencies will be levied by the Auenmf

All FP Equipment shall be used exclusively for biometrie purposes only.

Statisties, or any information, which is pertinent to the FP Equipment and AFIS Program and
requested by the King County Regional AFIS Manager, will be compiled by the Ageney and
submilted as needed.

The Agency shall cooperate with the FBI if contacted through 2 post-processing review of a Mobile
I match in itz database.

The County may remove any Agency emplovee’s rights to use FP Equipment at any time, for any
teagom,

The Agency shall ensure that no Agency emploves, officer or agent sells, transfers, puldishes,
discloses, or otherwise makes available any FP Equrpmam, software, documentation or copies
thereof to any thivd party without the express written authorization of the County.

The Agency agrees to notify the County immediately of any FP Equipment access code of any
person who leaves Agency employtuent so that the County may delete that person’s acceys code in
order to maintain the integrity of the ATTS.

The Agency will comply with all FP Bquipment requirements as detailed in attached Exhibit A. The
Reglonal AFIS Manager may revise these requirements at any ime. Any revised requirernents will
be provided to the Ageney and automatically incorporated as a new Fxabibit A to this agreement. No
council approval will be eequired to amend the FExhibit A

The Agency will comply Wlt.x the Regional AFIS Program Biometic Handheld Fingerpeint
Identification Policy, Copy attached as Exhibit B. The Regional AFIS Manager may revise this
policy at any time. Any rmacd policy will be provided to the Agency and automatically
incorporated as a new Exhibit B to this agresment. No council approval will be qumred to amend

the Exhibit B.
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IV, AGENCY LIAISONS AND TRAINING

A. The Agency shall assign at least one (1) Ligison. The Agency may assign separate Linisons for each
type of FP Equipment.

B. Al Agency Liaisons are required to attend raining | e FOpEr TSe 0 of and the admindstrativ

& N J
i",.ll"_;‘ft:GﬂS of sh" DD ?"‘ul‘cmf.sli. S0 Y uxc \ mmz UE“SI"Fﬂ’i"-“x’,_} Trainer.

C. Agency Liaisons for Livescan are responsible to work with the County to schedule stff raining,
provide user access, perforn queve maintenance, and conduct sysiem woubleshooting and testing,
D. Agency Liaisons for Mobile ID are responsible to work with the County to schedule Ageney staff to
instali the Mobile ID software, schedule staff raining, and conduct system troubleshooting and
testing,

All

=X
Use &

L1

cency FP Equipment Operators are required to attend County provided training in the proper
he FP Equipment by the Ca aunty designated Trainer,

f th

V. INS3TALLATION AND MAINTENANCE OF ELECTRONIC FINGERPRINT
CAPTURE EQUIPMMENT
A, Costs paid by County

The County shall pay for the one-time delivery and installation of the FP Equipment approved for
Juip pr
placement in the Agency., The Co anty shall be respensible for all maintenance costs on the FP
Equipment, unless otherwise specitied below.

B. Ca@t paid by Agency
The Agency shall pay the following costs related ta FP Equipment:

1. Any cost for office space remoedeling which may be necessary to accommodate the Agency’s
Livescan installation;

Any internal infrastructure which may be necessary to comect the A genicy to the King County
Networle, This infrastructure may inelude 3 Local Area Metwork, wiring, or other equipmeat;

i

3. Services in connection with the relocation of the FP Equipment or the additional removal of
items of equipment, attackments, features, or other devices, except as may be mutually agreed by
written ameadment to this Agreement;

4. Electrical work external to the Agency's FP Equipment;

5. Repair or replacement of damaged or lost FP Equipment from any cause whatsoever, while in
the care, custody andior control of the Agency;

6. Repair or replacement to FP Equipment due to the TP Equipment being modified, damaged,
altered, moved or serviced by personnel other than County’s Contractor or its authoriz d
representative;

7. Purchase of consumable I'P Hquipment supplies, such as printer toner cartridges, cleaning
supplies, and gles
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8. Agency employes salary cost and any overtime pay which may be necessary to complete mitial
ongoing use or training for FP Equipment;

=

&

9. Cost of integrating any Agency system to the FP Equipment.
1. Costs associated with moving FP Bquipment.

11, Costs asscciated with preventative cleaning of FP Equipment.

1

al
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ty shall act 23 the point of contact for any questions or service calls fom the Agency

jatEEi3 LRy 0 Y I EiH

need to be relaved to the FP Equipment Contractor. The County shall have a sontact person
available twenty-four (24} hours a day, seven (7) days a week.

The Agency shall provide a means of gaining access to the FP Equipment twenty-four (24) hours a
day, seven (7) days a week for the purpose of installation, service calls, regular maintensnce and
special maintenance, when agreed upon in advance hetween parties. The Agency shall permit the
County and/or the FP Equipment Coniractor protupt and free access to the FP Equipment, including
the ability to access the Livescan remotely,

The Agency will not make or permit any person other than the County or the FP Equipment
Contractor to make any adjustment or repair to the FP Equipment. The Agency will not relocate,
modify, change, or attempt 1o connect said FP Equipment without the prior written permission of the
AFIS Regional Manager. The Agency will not attempt to service the FP Equipment, except for
normal cleaning, and will not permit anyone other than the County or the FP Equipment Contractor
to perform maintenance services in connection with ths FP Equipment.

The Ageney shall promptly notify the County of any error, defect, or nonconformit v in the FP
Equipment.
The Agency shall perform preventative cleaning of the FP Fquipment in aceordance with the weitten
instructions and schedules provided by the County.

.y local system or network changes that would affect the FP Equipment or King County network
must be reviewed by King County prior to implementation,

The Agency shall provide and maintain the network required to subrnit electronic fingerprint
transmissions, in compliance with the FP Equipment Security Policy as deseribed in Fxhibit A,

VI DURATION, TERMINATION AND AMENDMENT

This Agreement shall become effective when it is sizned by both Partes,
& £aed Oy

This Agreement shall continue in foll force and effect Fom vear to year unless modified or
ferminated in accordance with the terms of this Agreement.

This Agreement may be terminated or suspended by either Party withour cause, in whole or in part,
by providing the other Party’s administrator, as described in Article 2, thirty (30) days advance
written notice of the termination.

If County or other expested or actual funding is withdrawn, reduced, or limited in any way the
County may, upon writien notification to the Agency's administrator, as described in Article 2,
terminate or suspend this Agreement in whole or fn part and such termination ot suspension may take
place immediately.
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E. This Agreement shall terminate without penalty in the event that, in the opinion of the County, AFIS
levy procesds are, for whatever reason, no longer available for purposes of ©u3 Agreement.

F. Upon termination of this Agreement, the Agency shall cooperate in the return of all King County
property to the County. Such a return would he coordinated by the Regional AFIS Manager,

G. As described in Section IILM and N, any changes to Exhibit A or B may be made by the Regional
ATIS Munager. All other smendments to this Agreement must be agreed to in writing by the parties

Vil. INDEMNIFICATION AND LIMITATION OF LIABILITY

A. Inno event will the County be liable for loss of data, loss of use, mterruption af serviee,
meompleteness of data and/or for any direct, special, indireot, incidental or consequential dargages
arising out of this Agreement or any perfonmance or noa-performance under this Agreement.

B, The Agency shall indemnify, defend and hold harmless the County and its officers, agents, and
employees, or any of them, from any and all claims, actions, suits, Hability, loss, costs, expenses, and
darmages of any nature whatsoever, by reason of or arising out of or in any way relating to the
installation, waintenance ot use of the County's FP Equipment including any claimed violation of
any person's civil rights. The foregoing indemnity is specifically and expressly intended to conatitute
& waiver of the Agency’s immunity under Washingron's Industrial Insurance get, ROW Title 51, as
respects the County only, and ouly to the extent necessary to provide the Countv with 2 full and
complete indemmity of claims made by the Agency's employees. The parties acknowledge that these
provigions were specifically negotiated and agreed upon by thern, In the event that any suit hased
tpon such a claim, action, loss, or damage is brought against the County, the ¢ \uency shail defend the
satne at ifs sole cost and expense; provided, that, the County retains the right to participate in said
sult at its own expense if any principle of governmental or public law is involved; and if final
judgment be rendered against the County and its officers, agents, and employees, or any of them, or
jointly against the County and the Agency and their respective officers, agents, and employess, or
any of them, the Agoncy shall satisfy the same.

€. The County assumes po responsibility for the payment of any compensation, fees, wages, benefits or
taxes to or on behalf of the Agency, its emplovees, contractors of others by reason of this Agreement.

D. The Agency shall protect, inderurify and save harmless the County, its officers, agents and
employess fom any and all claims, costs and losses whamoever ocewrring or resulting from (1) the
Agency’s failure to pay any compensation, wage, fee, benefit o tax, and (2) the supplyving to the
Agency of work, services, materials or supplies by Agency employees or agents or other contractars
or suppliers in connection with or in support of performance of this Agreement,

E. The indemnification, protection, defense and save harmless obligations contained herein shall survive
the expiration, abandonrnent o termination of this Agreement.

VIII. CHOICE OF LAW AND VENTE

This Apreement will be governed by the laws of the State of Washington, both s to interpretation and

: v i gton, P
performance. Any action at law, suit in equity or other judicial proceeding for the enforcement of this
Agreement may be instituted ouly in King County Superior Court.

IX., DISPUTES

The Parties shall use their best, good-faith efforts to cooperatively resolve disputes and problems that
arise o connection with this Agresment. Both Parties will make a good faith effort to continue without

diis
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defay to carry out their respective responsibilities under this Agreement while attempting to resolve the

dispute under this section,

X. NMOTHIRD PARTY BENEFICIARIES

3

There are no third party beneficiaries to this Agreement, and this Agreement shall not impart any rights
enforeeable by any person or entity that is not a party hereto.

Xi. WARRANTY OF RIGHT TO ENTER INTO AGREEMENT

The Parties each warmant they have the authority to enter into this Agreement and that the

persons signing this Agreement for ¢ach Party have the authority to bind that Party.

XII. ENTIEE AGREEMENT

No change or waiver of any provision of the Agreement shall be valid unless made in writing and
executed in the same manner as this Agreement. Fgeept as to modifications to Exhibits A & B, the
governing body of sach Party shall approve any amendment to this Agreement. This Agreement
constitutes the entire agreement belween the Parties with respect to the subject matter hereof and
supersedes all previous agreements, wrilten or oral, between the Partiss with respect to the subject mattes
hereof

TKING COUNTY AGENCY:
[ Y

NAME OF PERSON SIGNING NAME OF AGENCY
E&m,\l E - 1L
TITLE OF PERION SIGNING NAME OF PERSON SIGNING
DATE SIGNED TITLE OF PERSON SIGNING

N/ 4

DATE SIGNED

EXHIRITS:

A: FP Equipment Requirements
B: Biometric Handheld Fingerprint Identification Policy
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EXHIBIT A

FINGERFPRINT EQUIPKMENT
REQUIREMFENTS

I LIVESCANSPECIFIC REQUIREMENTS

A En

wronmenta

The County shall provide an Uninterruptible Poweer Supply (“UPS™) to be used with the Livescan
equipment at no cost fo the Agency.

The Agency shall provide the County with a minimum of two fixed IP addresses to be used only for the
Livescan systemn and fingerprint card printer. :

Cities must provide the proper enviremment for the Livescan, to include:

1.

2

o

k3
4.

Na
CIF,

Consistant temperature ranging from 60 to §& deyrees Fahrenheir.
Consistent humidity ranging from 20% to 80% nen-condensing.
Networl connections ne more than 34 feet from eguipment.
Total of 4 power outlers within 3-4 feet of the Livescan systemm.

tar It i ?‘Erf()mmamfed ;f;{g: Cities have o r}’e."ﬂfisﬁ{ffd f}ﬂ}‘i f_'j’_imﬁ', EOH2 Power fj,vgg»}’i)p the Livescan o &*ﬁ?f&i

crdt averload

B. Local Interfaces

Livesc

L.
2.

3

ans may be integrated with lecal records management svstems provided that;
All development and installation costs are paid by the Agency

The integration specifications are provided for review and approval by the County prior to
implemeniution

The tntegration is tested by the County prior to implementation

C. Fingerprint, Palmprint and Areest Record Transmission

L.

-
Lee

-~

3.

All Agency criminal misdemesnor, gross misdemeanor, and felony fingerprints and palmprints,
on both adults asd juveniles, will be electronically transmitted to the King County Regional
AFIS database for search and registration

The King County Regional AFIS will tramiymit the Agency’s fingerprint images, charge and
demoegraphic data, electronically 1o the Washington State Patrol for processing,

The Agency will be solely responsible for the accuracy of all demegraphic and charge
information on its fingerprint and palmprint submissions. The County will not edit any suburban

Agency demographic or charge information prior to submitting to Washington State Patrol.

2
=
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1. MOBILE IDEMTIFICATION SPECIF] [C REQUIREMENTS

The Agency must provide the proper enviromment for the Mobile ID software, to include;

A, The Mobile Data Terminal or pairol vehicle mounted laptop running Windows 7 (32 or 64 bit)
operating systern.

=

B. The p&tm vehicle must b 39 sically secure location according © current Criminal Justice

S S S U S TR
Information Services Security 3

1. QUALITY CONTROL

Maintaining the quality of the Regional AFIS database is important in order to continue our re:
ahility to 1dmut 'y criminals and solve crimes. The Agency shall submit electronically captured
fingerprints and palmprints (where applicable) o the Regional AFIS database that are of the hest possible
quality. The County will provide training to Agency staff, either through the FP Equipment Contractor
or the County. The Ageney and County will work together fo easure that all users are trained to

competency. The County will review the quality of electronically captured prints and inform Agency of
operators not mesting stdr’ddri,s These operarors 5 ay be required o repeat training, and must improve
their overal] quality, in order to maintarm access io the FP Equipment.

IS

IV, METWORKING
The Agency will provide coordination of Agency IT staff, when nesded, to ensure secure networking is
in place.

The Agency shall report, in advance when pﬂssﬂ‘biet all network changes and/or cutages which have the
potential to disrupt F P Eqmgmﬁ* conneetivity. Reporting can be made via the I&m.: County Service
Request Line (206-263-2777) or the AFISIT naiibox (AFISITHelp@ldngeounty. gov).

V. SECURITY
A, Roles and Responsibilities
Each pardicipating Agency is responsible for establishing appropriate security control.

All member Cities shall provide security awareness brieling to all personnel who have access to King
County FP Equipment.

B. Monttoring
All access attemnpts are logged andfor recorded und are subject to routine audit or review for
detection of inappropriate or illegal activity.
Security-related incidents that impact County FP Equipment data or communications circuits shall be
reported tmmediately upon discovery by the Agency to the King County Regional AFIS Program.

C. Physical Security

Cities must assume res pﬁnﬁbi lity for and enforce the system’s security standards with reg:r.r:i 1o all
Cities and users it services. The Asency must have aj.cqu&te physical security to protect against any
unauthorized access to FP Equipment, or stored/printed data a¢ ali times,
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L.

Network Environment § emmz'v

- r the connection of FP Equipment shall ensure adequate security measures are taken to
pfu‘«"!ﬂf.c protection from all forms of unauthorized and unsolicited aceess to FP Equipment. These
security measures will be in compliance with Federal Information Processing Standard (FIPS) 140-2.

Cities are required to provide, manage, aud maintain a firewal! that segments the FP Equipment from
any foreign non-public zafety networls.

A-’w Mrpﬂrnnt' ey fni" o o2 rnin.:r vimdrrrosls W0 E—EL—: ’:—;HLJ;’CHZEI‘E I:C‘ELL?;Y. l_;); ,,;pp['_,‘,lg:«u [;‘a U}L I‘.b@@l‘ﬁf

N LS R CFeARiEE LWV

AFIS Manager under the fﬂ.lldaﬂt of King Counry by and through its Sherifi®s Office [nformation

Services Section and King County Information Technology.

If & security breach occurs and personal identifiable information or confidential data is released or

compromised, the host Agency shall bear the res spongibilicy and costs to notify affected individuals
whase information wag reiﬂacu or campromised. This will be completed in accordance with any

applicable sinte or federal faws.
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King Caua*g Regwra! .éuismaied Fin ar,r;ris;t !

Ta pravide direction for the use of the biometric handheld fingarprint identification davices, mora
commaonly knewn as a mobile identification device or Mabile 1D, If an agency wishes o a t;"jrl:
or deviate from this polley, the agency must presant its request to the Re dlorgi AFIS Manager.

PROGRAM

King Caunty's regional AFIS program has initiated 3 '1c.>Li fe 10 project, involving the use of wirsless
ramote fingerprint idantification throughout the county, The project is designed to assist in identifying
persons whose ldentities arg in question. Whils the fingempring verification procass already exists in
King County, Mobile 1D maves this funciion to law enforcement fiest responders, resulting in a more
timaly idettificalion procass.

The system scans the fingarprints at the Mobife 1D device and transmits wirelessly to the King County
AFIS, If the fingerprints are in the AFIS databasa, s positive mateh returnis the persofy's apecific
identifizrs {o the Mobile [D device or officer's mobile computar,

In the future, a simultaneeus ssarch may also be conductad ta search Washingten State Patral's AFIS

Y

database and an FBI database known as the Repository for Individuals of Special Concemn (RISC).

Only officers traired by AFIS program staff and operating under the guidalines of Ii1e Mabile
1D project may use the devica,

In the event that lack of usage by the assigned ofiicer iz a concam, the AFIS programs will
cormmurnicats with the agency and provide retralning and/or direct a reassignment of the device.

Any use of the device not consistent with this policy andior law enforcement purpases may
result in reassignment or farfeiture of the device, andior a deactivation of access in the AFIS
database, Additionally, any viclation of the Mabile 1D policy/procadure, or of faderal or stats law, may
subject the officer to internal discipling by hisher agency.

PROCEDURE

The use or retention of any Mobile |D-collected data shall conform {o federal and state laws, 1t must
also confarm to iIndividual agency policy as well as the AFIS program procedure as follmws:

An officer may use Mobile 1D when there |s prabable cause to arrest a suspact.

An officer may alsc uss Mobile ID during a Terry Stop based upon reasonable suspicicn. Hfa
person provides a driver's license ar other valid means of identification, or gives the officer a name
that can be canfirmed through a driver's license chack, that form of identification should suffica without
the usa of Mabile ID. However, if there are articulabls facts that give riss to reasonable suspicion
regarding the accuracy of a person's identity, the officer may use Mobile ID to verify identity.

Absent prabable cause or reasonable susplclon of criminal activity, a person may consent to
an ofiicer’s request to use Mobile ID. However, the consent must be voluntary as defined by current
Washington case law; i.e,, the person must be informed that he/she has a right to refuse the officer's
requast.
Use of the device shall be documentad In any report generatad as a result of the contact, The
officer must articufzte the specific facts that subport the basis for the use of Mabile |D and must state
the voluntary compliance of the Mobile 1D if used without arrest, probable cause, of reasaonabls
suspician.
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